
A Low-Cost Fiber Optic Avionics Network for Control 
of an Energy Kite

FC B 

Core
Switch 

B

FC A 

FC C Wing 
Recorder

Core
Switch 

A

Motor 

Motor 

Motor 

Motor 

Motor 

Motor 

BackupB
attery

MV
Fault 

Mgmnt

Motor 

Motor 

MV to LV

Servo 
A8

Servo 
A7

Servo 
A5

Servo 
A4

Servo 
A7

Load
Cell

Load
Cell 

Radio

Load
Cell

Load
Cell 

Servo 
E1

Servo 
E2

Servo 
R1

Servo 
R2

Lights

Lights
GPS

Lights
GPS

Network Topology

A primary function of the Access Switch is to prohibit traffic between ports that 
connect to the A networks and ports that connect to the B networks. To this end, 
network facing ports are isolated from each other using port-based VLANs (Virtual 
Local Area Networks). 

The kite network supports daisy chain topologies, in addition to star topologies. The 
turbine motors, which exchange data at a kilohertz rate, connect directly to the core 
switch for low-latency connections. The connections to control surface servos are 
daisy-chained to reduce cabling and core switch port count.
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Network Protocol

The network protocol is comprised of the AIO protocol layer, a thin layer in user 
space, built on top of the unmodified UDP/IP protocol stack. Rather than relying on 
TCP on the kite network, the AIO message protocol manages data availability, in a 
manner suitable for real-time control. The User Datagram Protocol (UDP) allows for 
multicast addressing, allowing datagrams from one sender to reach multiple 
destinations. When a motor controllers shares state information with the other seven 
motors, the controller sends a status message once to the multicast group which has 
all motor controllers as members. The Access Switch on the originating motor 
controller duplicates the message as it forwards it to each of the Core Switches. In the 
Core Switches, messages are replicated and forwarded based on statically 
programmed multicast routes to only the ports associated with the members of the 
multicast group (excluding the ingress port).

Dual-redundant networks (an “A” network and a “B” network) operate in parallel.  
Every end system on the kite includes a TMS570 microcontroller, which accesses 
both networks through its single Ethernet Media Access Controller (EMAC) via the 
Access Switch. All links are full-duplex.

Each message is received in duplicate at each of the destination nodes. Message 
deduplication at the destination node is handled in the Avionics I/O (AIO) protocol 
layer. This layer also provides services for diagnostic monitoring.
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Redundancy Management
The Current Value Table (CVT) is the interface for the Control Application to access 
data received via the kite network. For each message type, the CVT points to the most 
recent message received from each sender, based on the sequence number in the AIO 
header. An acceptance window for the 16-bit sequence number defines how many 
sequence numbers ahead of the entry to consider more recent (5K).  An expiration time 
defines the maximum amount of time to consider the current message within the CVT 
as current (0.5 sec). When an entry becomes stale, all messages are accepted. 

Note that there is no requirement for a global clock to manage messaging on the 
network.

The kite network is automatically configured by the software by means of a 
configuration file. This human-readable (.yaml) configuration file defines the 
network topology and the connections for the nodes that exist on the network. It 
defines the message type senders, the rates at which messages are sent, and 
recipients.  This configuration computes the message routes at each access switch 
or core switch, where message routes are statically programmed.

Network Configuration

Plastic optical fiber provides galvanic isolation between the Flight Control Units and 
the turbines. Optical fiber also reduces the susceptibility to EMI, in particular from 
high-density silicon-carbide motor drives, motors and lightning.

POF is made of a super pure polymethylmethacrylate (PMMA) fiber core, which is 
cladded with a fluoropolymer jacket. The core of POF is about 1mm - considerably 
larger than the 10 μm, 50 μm or 62.5 μm typical for glass optical fiber (GOF). The 
comparatively large diameter core of the POF reduces the mechanical precision 
required by connectors and allows the use low-cost high-density connector systems 
suitable for airborne environments. The numerical aperture is also large, allowing 
the use of low-cost LED sources as transmitters. POF is also easy and economical 
to terminate for development and in the field.

Plastic Optical Fiber as Physical Medium 
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AIO Network Failure Mode Mitigation

Message integrity is assured by the error detection features built into the IP stack. 
Corruptions, detected on any layer, simply result in discarding the frame or packet. The 
Physical Layer discards runt frames. The Link Layer uses the Frame Check Sequence 
(FCS), a 32 bit cyclic redundancy check (CRC) to check data integrity. Per the 802.3 
standard, undetected byte errors are allowed to occur at a rate of 5×10 -14 per byte of 
data. In the IP layer, the frame has to pass IP parity checks.
In the Transport Layer, with UDP protocol, checksum calculation is optional in IPv4.
In the AIO layer, the version number must be correct and the message type must be 
recognized for the message to be entered into the CVT.
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Bandwidth Control
By design, nodes on the network transmit messages at a constant rate. This can 
be expected in a real-time feedback control system: sensors are read and control 
actions are computed at fixed rates.  When the kite is operational, there are no 
event-driven messages on the kite network. 

The network configuration file also allocates bandwidth. The network switches can 
be automatically configured to block unknown traffic and to handle non-operational 
(debugging or provisioning) traffic at a lower priority. The network switches provide 
port-level ingress control to guard against packet storms and to allow traffic 
shaping. This port throttling mechanism is used on the kite network to guard 
against babbling idiot failures.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


